White Paper: Securing aeSLAPD
with Stunnel

Overview

Encryption support for aeSLAPD can be provided via“stunnel” the multi-platform SSL
Tunnel that uses OpenSSL. Stunnel isa“wrapper” that alows TCP messages to be
encapsulated in SSL for secure exchange between an SSL-capable client and the non-
encrypted server. Inthe example, aeSLAPD is running on port 389, and SSL is setup on
port 636., with a BaseDN of o=Airius.com..
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Steps:

1. Obtain stunnel from http://stunnel.mirt.net and OpenSSL. Both can be
downloaded from: http://stunnel.mirt.net/downl oads.html

2. Setup the stunnel.conf configuration file. An example of the Windows configuration
is:

service = stunne
cert = stunnel.pemtxt

[ 1 daps]
connect = 127.0.0.1:389
accept = | ocal host: 636

3. Notethat the stunne.pem,txt fileis acertificate that can be generated with the
“openssl” program, or online at: http://www.stunnel.org/pem/
4. Run stunnel (or on Windows, install it as a service).

5. Makeaquery to the clear port 389. For example, with Internet Explorer:
| dap:/ /1 ocal host: 389/ 0=Airi us. con??sub?(cn=Dir*)
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6. Makethe same query over the secure port 636, with an “ldaps’ URL capable utility,
or, with Internet Explorer, for example.:

| dap:/ /1 ocal host: 636/ 0=Ai ri us. con??sub?(cn=Dir*)

7. Inboth 5 and 6, the results should show the default Directory Manager output:

dn: cn=Directory Manager, o=Airius.com
obj ectclass: top

obj ect cl ass: person

obj ect cl ass: organi zati onal Person
obj ectcl ass: i net OrgPerson

cn: Directory Manager

cn: Directory

cn: Manager

gi vennane: Directory

sn: Manager

mai | : manager @ ocal host

t el ephonenunber: 411
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